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School of Computer Science, Univ. of St. Gallen

Ï Established in Aug. 2020!

Ï ∼ 140 students across BCS & MCS

Ï ∼ 65 PhDs & postdocs

Ï 14 faculty members

Ï 2 Research Institutes (ICS-HSG, ICV-HSG)

Ï Research focusing on:
• AI & Machine Learning • HCI
• Cybersecurity & Applied Crypto • Interactions & Communications
• Data Science & NLP • Programming Languages
• Foundations of Computation • Software Systems
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School of Computer Science, Univ. of St. Gallen

Ï Bachelor of Computer Science
Ï Master of Computer Science

Ï Specialisations in:
Ï Data Science

Ï Software Engineering

Ï New: Cybersecurity
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Main Research Areas

Ï Secure & privacy-preserving authentication
Ï Secure outsourcing of computations to untrusted cloud servers
Ï Fine-grained access control to sensitive data
Ï Privacy-preservation guarantees

Expertise

Ï Design provably secure protocols/primitives
Ï Efficiency guarantees
Ï Suitable for real-world settings
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Why the Digital Identity Matters?
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Every day, we generate so much data ...
every piece of it says something about who you are!
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Total 

Population

Internet 

Users

Active Social

Media Users

Unique Mobile

Phone Users

7.83 

BILLION

4.66 

BILLION

4.20 

BILLION

5.22 

BILLION

Source: HootSuite
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Identity is no longer just a login
it’s a behavioral profile!
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Digital Identity is becoming a Battlefield!
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Main requirements

Privacy Robustness Accuracy EfficiencyRobustnessPrivacy   

Data Silos

- Privacy Laws
- Competition

Legal Frameworks and Technologies 
to facilitate privacy preserving access

5

Ï EU General Data Protection Regulation (GDPR) (effective from 2018)
Ï EU Data Governance ACT (DGA) (effective from 2023)
Ï Switzerland: New Federal Act on Data Protection (nFADP) (Sept. 2023)
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The influence of Political Factors on Digital Identity

Cyber War: Ukraine Russia

Digital Identity Wallet
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EU Chat Control

Ï The EU dropped its June 20, 2024 vote on "chat control" after failing to secure a
majority.

Ï Chat control ⇒ monitor all messaging apps that provide end-to-end encryption
(what’s up, Signal, ...)

Ï Main Goal: “Combat child abuse”
Ï Final vote is expected in Spring 2026!

Concerns

Ï Fundamental Privacy Violation
Ï Public distrust: Surveillance of

governments
Ï Weakens Cybersecurity
Ï Ineffective against Cyber Criminals
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United Nations Cybercrime Convention

Ï On 24 Dec. 2024, the UN General Assembly adopted a treaty to boost global
cooperation against cybercrime.

Ï Into force in 2026! (currently in signature phase)

Main measures-Concerns:

Ï Access to electronic data
(stored/transmitted metadata)

Ï Order to disclose data in the
"possession" or "control" of the
person/provider
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European Digital Identity Wallet

Ï eIDAS 2.0 entered in force in May’24

Ï All EU member states must provide a
European Digital Identity Wallet
(EUDI) by the end of 2026

Ï Fully mobile, secure & user-friendly:
Enabling users to identify themselves
to public & private online services

Concerns

Ï Security & Privacy Concerns
Ï Identity Theft & Fraud
Ï Profiling/Tracking Individuals
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European Digital Identity Wallet

Ï eIDAS 2.0 published in December 2023:
§7: The technical framework of the European Digital Identity
(a) not allow providers of electronic attestations of attributes or any other party, after the
issuance of the attestation of attributes, to obtain data that allows for tracking, linking,
correlating or otherwise obtain knowledge of transactions or user behaviour unless explicitly
authorised by the user.

(b) enable privacy preserving techniques which ensure unlinkability, ....
Annex 11(c) The use of the wallet [..] should not result in the processing of data beyond
what is necessary for the provision of wallet services. To ensure privacy, EDIW providers
should ensure unobservability by not collecting data and not having insight into the
transactions of the users of the Wallet.
§8: [..], relying parties should provide the information necessary to allow for their
identification and authentication towards the European Digital Identity Wallets

Not ideal though, privacy is recommended but not required!
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Electronic Identity & Trust Infrastructure

Are we ready for this?
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Cyber War - Ukraine Russia

Incidents refer to 2022

Copyright R. Halbheer, Microsoft Security
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Identity Manipulation in Cyberwarfare: Ukraine

Key Tactics
Ï Impersonation of aid groups (phishing) to donate to Ukraine
Ï Fake government or military emails/videos
Ï Fake Microsoft/Amazon login pages to steal passwords
Ï Automated fake accounts that spread & boost propaganda messages.
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Identity Manipulation in Cyberwarfare: Iran

Key Tactics
Ï Fake journalist or activist profiles
Ï Phishing targeting diaspora communities
Ï Spoofed government announcements
Ï Coordinated fake accounts boosting regime messages
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Connectivity empowers identity, but also endangers ...

Ï Satellite internet used to bypass state blackouts
Ï Citizens shared information beyond censorship
Ï Government attempted jamming & severe penalties
Ï Identity Risks: Device use could expose user identity
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What about Security in Switzerland?
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Switzerland & IT Security

Key recent findings (2024-2026)

Volume of incidents

Ï Switzerland had 65,000 cyber incidents
in 2025, about the same number as
before, but more advanced attacks.

Ï The NCSC logged 63,000 incidents in
2024, almost twice as many as in 2023.
[

Ï In just the first half of 2025, there were
already 35,727 reports.

Semi-Annual Report 2025/1

https://www.ncsc.admin.ch/ncsc/en/home/dokumentation/berichte/lageberichte/halbjahresbericht-2025-1.html
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Attack Types Dominating Switzerland

Ï Fraud & phishing remain the most
reported categories (∼ 58% fraud).

Ï Phishing attacks surged from <500k in
2023 to 975,000+ messages in 2024.

Ï AI-enhanced phishing & scam calls
(e.g., police impersonation scams).

Ï Ransomware remains a major threat,
with:

Ï 104 ransomware cases reported in
2025 (up from 92 in 2024).

Ï Groups like Akira & LockBit active
in Switzerland.
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Ransomware: The AKIRA group
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Examples
Phishing & Smishing

Quiz!! Lets see phishing examples!
https://www.propharma.ch/de/phishing-test-formular/
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How does the Digital Identity really work?
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Biometric authentication

Ï Quick, accurate & user
friendly authentication

Ï Used widely in various
access control systems



Common Biometric Traits

fingerprint

voice

iris

face



Biometric authentication for Access Control

- Passport control via Iris recognition

- For frequent travellers



Need for Privacy-preserving Biometric Authentication

Ï Biometric cannot be
revoked

Ï Stolen Biometrics may
lead to:

Ï Identity theft

Ï Tracking individuals

Ï Profiling

Ï Reveal sensitive
information (race,
diseases)



A Use Case: Flight Boarding Control
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Simpler Authentication? Single Sign On
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OAuth what is it?

(Username,Password)

2. Redirect to IdP

3. Request Auth to SP

4. ID
Token Identity Provider

Alice

5. ID Token Alice
Service Provider

Needs only IdP’s public key

1. Access Request

Needs only

Major Risks: Tracking/Profiling Identity Theft
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Why the Digital Identity fails?
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Data Breaches!! Need for Robust Solutions!

Source (time.com)
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When Identity Checks Become Surveillance

The Persona Leak

Ï An ID-checking company accidentally
exposed its internal code.

Ï It revealed hundreds of hidden
automated checks.

Ï These included watchlists,
face-matching, and risk scores.

Ï Data from simple ID checks was fed
into larger surveillance systems.

Lesson: Convenience ID checks can turn into monitoring when transparency is missing.
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Relay Attacks - Playing against two Chess Grandmasters

✛

✲

malicious player

malicious playerchess grandmaster #1

chess grandmaster #2little girl

little girl

©S. Vaudenay
T. Beth and Y. Desmedt. Identification tokens - or: Solving the chess grandmaster problem. In CRYPTO, pages 169–177, 1990.
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SBB FreeRide Attack
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Ï FreeRide exploits fake GPS data
Ï Tricks SBB easy ride into thinking a user is “walking”, enables free rides
Ï Trust unverified device-reported proximity
Ï PayRide fixes this by linking user location to train’s actual position.

PayRide: Secure Transport e-Ticketing with Untrusted Smartphone Location

https://comsec-files.ethz.ch/papers/payride_dimva24.pdf
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Cyberattacks - Locally
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AI makes things harder?
Phishing is done easier!

Copyright F. Tramer
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AI makes things harder?
Deep fakes for everyone!

Copyright F. Tramer
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When AI Assistants Become a Threat

Risk Pattern
Ï Installed as apps, extensions, or system

helpers.
Ï Operate continuously & invisibly once

trusted.
Ï Accesses sensitive data (tokens, cookies,

identity info).
Ï Sends data externally without visibility.

Identity Consequences
Ï Loss of control over personal or organizational accounts.
Ï Unauthorized actions performed under the user’s identity.
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Do Regulations Help?
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Do Regulations Help?

Total GDPR Fines (2018–2025)

Ï Cumulative fines: Over €6.22 billion
as of May 2025.

Ï Number of fines: More than 2,500
fines issued across Europe.

Ï Average fine: Approximately €2.36
million

Company Fine Amount (€) Year
Meta (Facebook) 1.2 billion 2023
Amazon 746 million 2021
TikTok 530 million 2025
LinkedIn 310 million 2024
Uber 290 million 2024
WhatsApp (Meta) 225 million 2021

Table: Top Companies Fined Under GDPR
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What about the Swiss e-ID?
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The Swiss e-ID

Ï Stored on smart phone

Ï Bound on device (keys stored in
secure enclave)

Ï Holder binding (device +
picture)

Ï Privacy: unlinkability of
presentations (using batch
issuance)

Ï Open Source Software

Ï External tests: pentests, bug
bounties

Ï Use static ECDSA signature &
hash functions
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Swiss e-ID Roadmap
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Goal Unlinkability of Presentations
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Issuance: How the e-ID Is Created

What the issuer does
Ï Turns each piece of information

into a salted hash
Ï Puts all these digital

fingerprints into a digital
signature

What the user receives
Ï Digital signature (contains only

hashes, not the real data)
Ï Disclosure objects (the real

information + the random
noise, kept private until needed)

Key idea
Ï The issuer signs the hashes; the user controls the real data
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Why Secure and Private Identity Matters

Identity is now everywhere
Ï We use it to log in, travel, pay, vote,

communicate.
Ï Attacks are rising: phishing, deepfakes, stolen

biometrics.
Ï Companies & governments collect more data

than people realize.

Real-world risks
Ï Persona scandal: selfies sent into hidden

surveillance systems.
Ï Internet shutdowns (e.g., Iran) show how

identity can be controlled.
Ï Biometric leaks cannot be undone, you cannot

change your face.
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Our Work: Building Trustworthy Digital Identity

What we aim for
Ï Identity that protects people, not

exposes them.
Ï Systems where users choose what they

reveal.

What we build
Ï Privacy-preserving identity primitives.
Ï Cryptographic tools that prevent

tracking & profiling.
Ï Foundations used in systems like the

Swiss e-ID.

Decentralised, Private & Secure Authentication

(Username,Password)

y = Fk(x)

Request

Request

Request

Request

Request

Our goal:
Give people digital identity they can trust, even when the world around them is not
trustworthy.
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Closing Remarks

Ï Cybersecurity: a challenging & multidimensional

Ï Privacy: A right for every individual!

Ï New Technologies: High Capacity for Abuse &Attacks!

Ï We can provide practical solutions to overcome many existing
problems!
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Thank you for your Attention!

Contact: https://cybersecurity.unisg.ch

54 / 54

https://cybersecurity.unisg.ch

