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eBPF Security: The Uneven Landscape

Gurkan Gur

Although eBPF is widely used to extend the Linux
kernel, running programs in kernel space introdu-
ces critical security risks. Existing technical work
often overlooks the entire security lifecycle of
eBPF. This talk aims to address this gap by systema-
tically analyzing eBPF vulnerabilities, mitigations,
and architectural limits through a review of the
current body of technical work and CVEs. We will
map real-world exploits to specific components,
arguing that current defenses target isolated at-
tacks rather than systemic architectural risks. Final-
ly, we will present key takeaways, outline open di-
rections toward lifecycle-aware, composition-safe
security models, and highlight understudied non-
verifier components.
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